
INFORMATION TECHNOLOGY POLICY 

Description 

This policy is Known as the IT policy of Al Shifa College of Pharmacy which 

comprises of 9 (Nine) Sections which includes the Preamble and spread across 3 

pages with different subsections under each sections. Here the users refer to the 

individuals using the IT resources of the institution and the Institute refers Al Shifa 

College of Pharmacy. 

 

1. PREAMBLE 

 

1.1. This policy document is referred as the Information technology policy, 

herein after referred as the IT policy of Al Shifa College of Pharmacy. This 

instrument set forth the policies which is used to govern the responsible 

and rational usage of the college’s information technology Resources by 

all users. It includes but not limited to the IT facilities allotted centrally, 

Department wise, administrative wings, Library, on the cyberspace, 

individually (if provided by the institution) etc. All the members of the 

institution is expected to get familiarized with this policy and strict 

adherence regarding this is to be done. The users are responsibly for the 

proper use and also in the protection and preservation of these resources 

without infringing the rights of others.  

 

2. RELAVENCY 

The IT Policy applies to all faculty, staff and students and all others using the 

IT resources, whether personally or of institution owned, which access, 

transmit or store different information related to Al Shifa College of 

Pharmacy. 

 

3. OBJECTIVE 

The resources pertaining to Information technology by each and every user 

should affirm that it is used for promoting the mission and vison of the college 

for the purpose of (but not limited to in case if necessitates) teaching, learning, 

Administration, Accounts, Research. Regarding this the Major objectives 

are:- 



 

3.1. To ensure that all the users of the institution are responsible for adhering 

to the procedures governing the implementation of this Policy document 

and any other matter incidental to those rules. 

3.2. To ensure the integrity, reliability, availability, and superior performance 

of the institutions IT Systems. 

3.3. To ensure the protection of the official e identity of the individuals of this 

institute. 

4. SECURITY  

4.1. The IT Resources of the institute should not be used in deviating from the 

mission and vision of the college, personal use of the resources should not 

be in violation to the policy. 

4.2. For promoting secure access the users should restrain from unauthorized 

access. 

4.3. Additional procedures to maintain a secured flow of internet and intranet-

based traffic in the campus shall be managed through the use of firewall. 

4.4. The regular updating of the anti-virus and security updates should be done 

for the protection of computing resources. 

5. USAGE AND PROHIBITION 

5.1. The users should take necessary steps in the effective usage of IT resources 

which includes hardwares and I campus software, mail ids provided by the 

institution, websites, other electronic medias. 

5.2. The usage must be in compliance with the policies of the institution and 

also with regarding to the license requirements. 

5.3. The users shall not send, view or download fraudulent, harassing, obscene, 

threatening, or other messages or material that are a violation of applicable 

law or Institution policy. In particular, contributing to the creation of a 

hostile academic or work environment is prohibited. 

5.4. Users must not violate copyright law and must respect licenses to 

copyrighted materials. For the avoidance of doubt, unlawful file‐sharing 

using the institutions information resources is a violation of this policy. 

5.5. Users must abide by the rules of the institutions towards the usage of social 

networking sites, mailing lists, news rooms, chat rooms and blogs. 

5.6. The Institutions IT resources shall not be used for any commercial and 

promotional purposes, through advertisements, solicitations or any other 

message passing medium, except as permitted under University rules. 

6. OPERATIONAL ASPECT 



6.1. Institutional Governance - TheInstitute shall by all means strives to ensure 

fair implementation of this policy so as to meet with the objectives of its 

formation.  

6.2. The Principal, Vice Principal, Administrator and respective Heads of the 

different functional shall be responsible for compliance with all Institution 

policies relating to the use/ownership of information resources, keeping in 

mind the Vision and Mission of the Institution.  

6.3. IT Officer / Executive working at the institution level Level shall 

coordinate various activities related to the adherence of the IT Policy.  

6.4. The users are solely responsible for the activities they perform on 

Institution servers with their "UserName/Password" pairs and IP (Internet 

Protocol) addresses assigned to them. 

7. IMPLIMENTATION 

7.1. Necessary rules may be implemented by the institute for the 

implementation of this policy from time to time. 

8. VIOLATIONS 

8.1. Any violation of this policy of institute may be considered as gross 

misconduct and will be dealt with the rules in force of the institution. 

9. MONITORING AND REVIEW 

9.1. The execution of this policy should be monitored at the institutional level 

and will be reviewed at every two years if found necessary by a team 

comprising of Management Representative, IT Executive, Principal, Vice 

Principal, Administrator, Head of different Departments. 
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